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1	Decision/action requested
Approve the pCR to TR 33.776
2	References
[1]			3GPP TR 33.776: “Study of Automatic Certificate Management Environment (ACME) for the Service Based             Architecture (SBA)”
[2]			IETF RFC 8555: "Automatic Certificate Management Environment (ACME)".
3	Rationale
Clause 4 of TR 33.776 [1] includes the security assumptions for using the ACME protocol [2] in the operator’s network environment. However, it is unclear whether the CA must be an internal CA deployed in the 3GPP operators’ domain or it can also be a third-party CA. To make it clear, it is proposed to state explicitly that 
“The CA is an internal CA deployed within the 3GPP operator’s domain”. 
Althernatively, the following sentence shall be added in the security assumption
“An NF is allowed to obtain a certificate from the 3rd party CA which is outside the operator’s network.” 
4	Detailed proposal
pCR
*** Start of 1st Change ***
[bookmark: _Toc107819038][bookmark: _Toc164425415][bookmark: _Toc164754519]4	Assumptions
Clause 10 of TS 33.310 [3] specifies a framework for certificate provisioning and managements for 5G NFs. Though the enrolment protocol is CMPv2, many of the procedures, such as those for initial trust establishment and for certificate revocation status verification, are independent of the enrolment protocol. Therefore, many of the procedures are expected to be re-used.
It is assumed that the CA in the present document is an internal CA within the 3GPP operator’s domain. 
*** End of 1st Change ***



